Security Implementation in Savvy
Every security implementation is based upon the approximation of the potential threats and risks that a breach of security would incur. The Savvy security implementation was developed to address the following threat analysis:

1. Authorized Savvy users access  unauthorized data
2. Unauthorized users (attackers)  entering into the system
3. Unauthorized users (attackers) accessing data from outside the system
4. Attackers expose/hack the system itself 

1. Authorized Savvy users access unauthorized data

To enable responsible and systematic management of Savvy information and functionality, Savvy provides a multi-level environment for user administration that is based on a highly-customizable context-based permission or authorization structure. A user administrator is authorized to create users and customize authorizations for them. For each user a set of permitted tasks is defined, as well as the context or scope of the permission for these tasks. This context defines what data the user is permitted to access, so that users have access only to the data they need to view and/or modify. This ensures that a user administrator can control a user's access to information in a very precise way. 

The Blocking of the unauthorized data is done on 2 independent layers: 
1) User interface 

2) Business logic

Because the layers operate independently even if the UI layer is breached, the business logic layer still blocks the unauthorized data.
2. Entry into the system (log in) by unauthorized users:
User authentication (log in using user name and password) in the Savvy system follows the “strong password” standard. This requires meeting the “strong password” rules as follows:

· Passwords must be comprised of at least 6 characters that must include digits, and at least one upper case and one lower case letter.
· The Organization additionally has the option of enforcing an expiry date for the password whereby the password must be changed periodically according to set time limit rules.
3. Unauthorized users (attackers) accessing data from outside the system

Access to data outside of the system can occur at 2 areas:
a) The “wire” (the network infrastructure between the client and the server)

b) The database
 (A third area, the attack on the application itsel,f is dealt with  in section 4)

a)  An attack on the wire:

· Sniffing the transferred data going from and to the server, is prevented by ensuring that all data and the html/asp code that passes from client to server and back, is encrypted. This Savvy encryption implementation meets the highest standards of information security by using the Rijndel algorithm with 128 bit key. (HRVision is officially licensed to encrypt data from the Israeli Ministry of Defense). This encryption is equivalent to https protocol in its quality with the benefit of using regular http protocol.
b) An Attach on the database itself:
· Savvy system utilizes Microsoft SQL Server as its database and in a general sense relies on Microsoft implementation of database security. Assuming an external security breach is prevented by SQL security, the only way to get into the database would be to log in as a database user. 

Only 2 users can get into the Savvy Database:

· The Database System Administrator 
· The special “Savvy user” which is a dedicated database user, created by the savvy installation tool.  The password of this user is created randomly by the installation tool and saved encrypted. ONLY the application can decrypt and use this password meaning that no human user can practically use this “Savvy User” to log into the database. 

Because the only person able to log into the database is the database administrator, it is the responsibility of the database “owner” to secure the administrator credentials. In the case of the internet configuration the responsibility to secure administrator credentials lies with HRVision.
· The most sensitive data is encrypted within the database so that even the system administrator cannot comprehend this data (e.g., examinee test answers etc.)

4. Attackers expose/hack the system itself 

In the case of web and client-server configurations, all the business logic is implemented at the server side by executable binary code (usually DLLs). Naturally, the easier side from which the hackers would attack the system would be the client side. The client implements only the HTML user interface. In order to avoid viewing/debugging the HTML code, the HTML passes through in an encrypted state and is shown on the screen using a technique which prevents viewing its source code via the browser and/or debugging it with a script debugger. 
HTML/XML encryption is done with the same methods as all the other encryption in the Savvy system (Rijndel algorithm with a 128 bit key).

